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Abstract—Manually writing unit tests to uncover functional
bugs in software libraries is not only time-consuming but also
requires a deep understanding of the intended semantics of the
APIs. Heuristic-based test generation methods suffer from low
usability because they cannot reason about program semantics
or interpret source code and documentation as humans do.
Traditional fuzzing techniques like OSS-Fuzz often rely on crashes
to detect bugs, but functional bugs do not always cause crashes.
To overcome these limitations, we present LISA, a novel LLM-
based invariant testing framework for software functional bugs.
Li1SA iteratively generates API sequences and program invariants
guided by API n-gram feedback, achieving higher bug-detection
rates and competitive code coverage compared with both fuzzing
and prior LLM-based test generation approaches, and reporting
each finding as a high-confidence bug candidate for developer
confirmation.

Index Terms—Large language models, software testing, test
generation

I. INTRODUCTION

Software defects (bugs) cause security vulnerabilities and
unintended behaviors, and testing grows harder as software
scales [1-3]]. Among automated techniques, coverage-guided
grey-box fuzzing is the most widely adopted [4-6]: it mutates
inputs to explore deep paths for crashes and hangs, and has un-
covered vulnerabilities in thousands of real-world projects [[7].

However, fuzzing primarily targets implementation bugs that
crash the program, which sanitizers can catch [4f]. Functional
bugs, by contrast, stem from incorrect logic and produce wrong
results without crashing; they are hard for dynamic testing to
detect and have been called “machine un-auditable” [8]], as
catching them requires domain knowledge of the API’s intended
semantics that current automated techniques lack.

Unit testing is the primary method developers use to identify
functional bugs [9]. Unit testing requires developers to manually
specify three elements: inputs, expected outputs, and the testing
semantics that sequence the calls; we refer to the tested
functions as the library’s APIs and their invocation order as
an API-sequence. Writing tests by hand is costly and often
neglected [ 10} 11]], while heuristic-based generators [[12} [13]]
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cannot reason about API source or documentation, generalize
poorly to new libraries, and yield low-diversity, low-coverage
tests [14} [15]).

Prior automated approaches share common limitations.
Coverage-guided fuzzers waste effort exploring shallow error-
handling paths. Meanwhile, although several LLM-based
unit test generation (LLM-UT) methods have been proposed
recently [16H19], these approaches frequently produce one-
shot tests with trivial oracles such as assert (ptr !=
NULL) [18}/19]. End-to-end coding agents suffer from search-
space explosion when planning, invoking tools, and generating
tests jointly [20].

Prior LLM-UT work has evolved from generating only
assertions for simple functions [21]] to producing complete
test functions and full test files [16H18]], and typically evaluates
them by pass rate and coverage [22]. He et al. [18] note
that this setup lacks a reliable oracle, the long-standing
oracle problem [23-25]]: when a generated test fails, a reader
cannot tell whether the LLM’s predicted input—output pair
is wrong or the API is, so these methods cannot reliably
distinguish incorrect oracles from genuine faults. We define
LISA’s invariant-based alternative and its scope in

To mitigate this oracle ambiguity, we propose decoupling
LLM-UT into two independent components: 1) sequences
of API calls representing the testing semantics, 2) assertions
that verify execution results. To maximize code coverage in
the generated API sequences, we follow prior work [12, [26]]
by using feedback to guide the LLM in selecting diverse
API combinations and permuting their orders. Because we
generate only API sequences rather than fuzzing drivers, as
in PROMPTFUZZ [26], we introduce a novel n-gram API
combination coverage as a guidance mechanism (Section III-E]).
To improve the reliability of the generated assertions, we
relax the requirement for LLMs to predict exact input-output
pairs and instead ask them to infer program invariants [8
27|]. We refer to this testing paradigm as invariant testing. To
construct valid unit tests from these components, we propose
chunk-invariant reasoning (Section III-G2)), which partitions
the finalized API sequence into multiple semantically coherent
chunks and instructs the LLM to insert invariants at the end of



each chunk as critical program points. In this setting, invariants
serve as oracles that are weaker as specifications yet more
robust as oracles than those required by formal verification (two
distinct axes, elaborated in [Section III-F), enabling us to check
useful correctness properties without requiring precise input-
output specifications. By decoupling API-sequence exploration
from invariant construction, this two-stage design diversifies
generated tests and improves their practicality. It achieves
competitive code coverage and enables automated detection
of functional bugs without precise input-output specifications.
L1SA provides an end-to-end automated pipeline for unit test
generation. While finding unknown bugs is a significant benefit,
the generated test suites are themselves valuable for regression
testing. This invariant-based design mitigates, but does not
fully solve, the oracle problem; accordingly, LISA reports high-
confidence bug candidates that a developer confirms rather
than acting as a fully autonomous bug detector.

We present LISA, a novel LLM-based invariant testing frame-
work for software functional bug detection. LISA generates
unit test functions iteratively, guided by n-gram API coverage,
and inserts program invariants between API chunks to detect
functional bugs in the target APIs. We evaluated LISA on 7 real-
world C/C++ libraries. Compared with state-of-the-art fuzzing
tools (OSS-Fuzz [7]), the unit tests generated by LISA achieve
higher average branch coverage at the library level. Moreover,
when evaluated on re-introduced historical functional bugs,
LISA detects nine more bugs than the state-of-the-art LLM-
based unit testing framework CITYWALK [19]. We make the
following contributions:

o We present LISA, a novel LLM-based invariant testing frame-
work that detects functional bugs in software libraries. To the
best of our knowledge, LISA is the first to recast functional-
bug detection as a decoupled two-stage problem, feedback-
guided API-sequence synthesis followed by documentation-
grounded invariant insertion at chunk boundaries, so that
the contribution is the decomposition mechanism rather than
the integration of existing components, enabling automated
detection of functional bugs without precise input-output
specifications.

« We introduce chunk-invariant reasoning and n-gram API
coverage feedback to decouple API-sequence exploration
from invariant construction, enabling accurate and diverse
unit tests.

o We present LISA-BENCH, the first benchmark for evaluating
functional bug detectors. We empirically validate LISA on
LISA-BENCH, and its generated tests achieve higher average
branch coverage than existing fuzzing approaches and detect
more functional bugs than LLM-UT methods.

II. BACKGROUND
A. Bugs in Software Supply-Chain
Bugs in the software supply chain (i.e., upstream libraries)
are generally categorized into two classes:
o Implementation bugs: These occur when developers make

mistakes in the code implementation, leading to incorrect han-
dling of types, memory, or system resources. Implementation

bugs typically exhibit universal rather than domain-specific
patterns, such as software crashes or hangs. Owing to their
universality, such bugs can often be detected by static code
analysis tools with predefined rules [28]], or by automated
dynamic testing techniques targeting behaviors like crashes,
such as fuzzing [4]] and symbolic execution [29].

o Functional bugs: These arise when developers make logical
errors in the program. When triggered, the API does not
crash or terminate abnormally; instead, it produces incorrect
outputs that deviate from the expected behavior described
in the documentation. Detecting functional bugs in software
libraries typically requires developers to manually craft
expected input-output pairs as test cases [9]], or to apply
formal verification techniques [30] to prove correctness.

Due to their context-specific nature, testing for functional
bugs is difficult to automate. Manually crafting high-quality test
cases requires developers or domain experts to spend substantial
time writing non-feature testing code. Moreover, there is no
direct way to optimize these tests for exploring deep program
states, except by investing additional effort in writing more
tests. Formal verification also requires manual setup of theorem
provers, and such tools are not as easily integrated into the
software development lifecycle (i.e., continuous development
and continuous integration) as fuzzing and unit testing. A
middle ground for detecting functional bugs automatically
is property-based testing [31]], which allows developers to
specify the expected properties of APIs and then generates
random (or even coverage-guided [32]]) inputs to test these APIs
against their specified properties. However, no fully automated
testing approach yet exists that can detect functional bugs
while remaining as easy to integrate into modern development
pipelines as fuzzing tools for implementation bugs.

B. Program Invariants

Program invariants are conditions in code that must hold
for the program to proceed to the next stage of execution [34].
As the name suggests, these conditions remain invariant with
respect to the program’s state: for all internal states and variable
configurations, they must be satisfied. In modern large-scale
software systems and libraries, developers often assert such
invariants at critical program points, i.e., locations in the code
where certain conditions must hold for the function to produce
correct outputs.

shows an example implementation from the
LLVM [33| 35]] library. This example contains two critical
program points, where developers use assertions to ensure the
desired properties of the API. The first critical point occurs
after initialization, where developers use invariants to verify
that all variables are successfully initialized before proceeding
to further optimization. The second occurs after compiler
optimization, where developers ensure that the computed results
satisfy necessary correctness properties. In general, if the
appropriate program invariants hold at their corresponding
critical program points, it is less likely that the program contains
functional bugs.



1 | template <class GroupT>

2 | std::vector<Matcher x>

3 |1lvm::gi::optimizeRules (

4 ArrayRef<Matcher x> Rules,

5 std::vector<std::unique_ptr<Matcher>> &
MatcherStorage)

6 | {

7 // setting up

8 std::vector<Matcher x> OptRules;

9 std::unique_ptr<GroupT> CurrentGroup = std::

make_unique<GroupT> () ;

10

11 // invariant to check initialization property

12 assert (CurrentGroup->empty () && "Newly created group
isn’t empty!");

13 unsigned NumGroups = 0;

14

15 // core logic

16 auto ProcessCurrentGroup = [&] () {...};

17 for (Matcher *Rule : Rules) {...}

18 ProcessCurrentGroup () ;

19

20 LLVM_DEBUG (dbgs () << "NumGroups: " << NumGroups << "

\n");

21 (void)NumGroups;

22

23 // invariant to check result of core logic

24 assert (

25 CurrentGroup->empty () && "The last group wasn’t
properly processed"

26 )i

27 return OptRules;

28 |}

Listing 1: Example of program invariants in LLVM [33|].

C. Unit Testing

Unit testing is the primary method developers use to assess
functional correctness during software development [9]]. A
unit test provides a measure of correctness |9, |36], verifying
that an API produces the expected results for given inputs.
Otherwise, a logical error is present in the implementation.
Because upstream libraries in the software supply chain are not
standalone applications deployed in production environments,
where testing often requires mocking, their unit tests typically
follow the classical style: arrange, act, and assert (AAA) [9].
Previous work on constructing unit test generation datasets [[17]]
has also adopted this paradigm.

shows two examples of classical AAA-style unit
test functions. Both test functions begin with the arrange stage,
where variables, memories, and objects are initialized. The
tests then proceed to the act stage, where the APIs under
test are invoked with specified inputs. Together, the arrange
and act stages provide the festing semantics. The examples in
demonstrate invocations of a single API for simplicity;
however, in practice, the act stage often involves multiple APIs
composed in sequence [12]]. After invoking the APIs, the final
assert stage verifies whether the results match the expected
outputs. A failed assertion indicates the presence of a logical
error in the code.

III. METHODOLOGY

A. Overview

LisA is a framework for automated unit test generation
via LLM-based API reasoning, comprising two modules: API-

1 void Purchase_succeeds_when_enough_inventory () {

2 // arrange

3 Store store; Store_Init (&store);

4 Store_AddInventory (&store, Product_Shampoo, 10);

5 Customer customer = {0};

6

7 // act

8 bool success = Customer_Purchase (&customer, &store
, Product_Shampoo, 5);

9

10 // assert

11 assert (success == true);

12 assert (Store_GetInventory (&store, Product_Shampoo)
== 5);

13 }

14

15 void Purchase_fails_when_not_enough_inventory () {

16 // arrange

17 Store store; Store_Init (&store);

18 Store_AddInventory (&store, Product_Shampoo, 10);

19 Customer customer = {0};

20

21 // act

22 bool success = Customer_Purchase (&customer, &store
, Product_Shampoo, 15);

23

24 // assert

25 assert (success == false);

26 assert (Store_GetInventory (&store, Product_Shampoo)
== 10);

27 |}

Listing 2: Examples of AAA-style unit test functions [9].

sequence generation, which produces reasonable API invocation
sequences for the library under test, and invariant insertion,
which converts a structured API knowledge base into assertions
inserted into the API-sequence. As depicted in LisA
first extracts library API and type definitions (Section III-B)),
generates API sequences from selected APIs, project rules,
and successful examples (Section II-C), repairs erroneous
sequences (Section III-D)), and iteratively refines them using
API n-gram feedback [37] (Section III-E). It then partitions

each sequence into semantically meaningful segments [38],
converts knowledge-base information into invariants inserted
per segment, and executes each segment to validate the
invariants (repairing on failure), concatenating the validated
segments into the final invariant-enriched test.

B. API Information Extraction

We build this component on top of PROMPTFUZZ [26], a
prior LLM-guided API fuzzing framework for C/C++ libraries.
PROMPTFUZZ provides a practical front-end for library analysis
and prompt construction, including Clang-based AST parsing
and basic LLM invocation utilities, making it a suitable
foundation for our pipeline. Importantly, LISA reuses only
these front-end components for API extraction and prompt
orchestration; we do not use PROMPTFUZZ’s fuzzing loop,
mutation strategy, or coverage-guided driver generation.

Following PROMPTFUZZ, we use the abstract syntax tree
(AST) to extract function and struct definitions from the
target library. LISA extracts structured API metadata by
statically analyzing header files using Clang’s AST dump
facility, identifying function declarations, parameter and return
types, and definitions of structs, enums, and typedef aliases by
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Fig. 1: Overview of L1SA’s iterative feedback-guided API sequence generation.

parsing the generated JSON-formatted AST. All types are then
canonicalized into a standardized representation that preserves
pointer mutability and array size information. This metadata is
serialized into structured schemas that serve as the foundation
for API-sequence generation, not fuzzing-driver synthesis.

C. API Sequence Generation

LiSA adopts a self-adaptive few-shot approach [39] to
generate API sequences using a generative large language
model (LLM), leveraging its capability to understand and
produce valid code for open-source libraries. We use gpt-—
5-mini for its favorable cost and latency in this exploration-
heavy phase, and switch to the stronger gpt—5.1 for LISAjyy
(Section III-GJ), where invariant reasoning benefits from a
more capable model. Because LISA’s gains stem from its
architecture rather than the base model, as our Vanilla-LLM
ablation indicates (Table TV)), these component gains are largely
model-agnostic, and LISA can be paired with a stronger
model when the budget allows. To generate syntactically and
logically correct code, we construct a comprehensive prompt
(Figure 5|in [Section Al) that restricts the search space using
ground-truth Library Context, Project Rules (e.g.,
closing opened handles), and specific APT Combinations,
while Code Requirements enforce a straight-line ex-
ecution policy. Augmented by Successful Examples
and a structured Execution Schema (Initialize —
Cleanup), the prompt guides LISA to generate deterministic,
high-quality API-sequence that reflect a complete usage life-
cycle within the library’s actual implementation boundaries.

D. Error Detection and Repair

After generating the default number of API sequences, LISA
attempts to identify and correct errors in these sequences in
two steps: detection and repair.

1) Detection: LISA applies two filters to validate API-
sequences. Static checks use clang to compile and link the
program, rejecting any sequence that fails. Dynamic checks
run the program in an isolated Docker sandbox with a 30-
second timeout and catch segmentation faults, assertion failures,
unhandled exceptions, and hangs. Recurring error patterns feed
back into project-specific rules for later generation rounds;
for z1ib, for example, repeated segfaults from calls to
inflate () on uninitialized streams caused LISA to add the
rule “ensure the stream is initialized with inflateInit ()

before use,” which the ablation study shows is one of
the recurring rules whose removal degrades execution success
on stateful libraries. The Successful Examples slot in
the prompt is populated the same way: LISA
retains sequences that compiled and executed in previous rounds
and injects them as in-context exemplars for the next round,
so the few-shot pool grows automatically.

2) Repair: Rather than discarding erroneous seeds, LISA
performs automatic repair by invoking a large language model
(LLM) with an error-guided prompt. When the generated
API sequence fails either during compilation or execution,
L1SA extracts the corresponding error message, including the
error type, code, and diagnostic details to construct a verbal
feedback [40l 41]. These fields are substituted into our repair
template (Figure 6]in [Section A)), which instructs the LLM to
regenerate a fixed version of the same program without altering
its overall logic or structure. The template explicitly restricts the
model from redefining the main function, changing function
names or parameters, or introducing control-flow constructs
such as loops or branches. This constraint ensures the semantic
equivalence between the repaired code and the original while
correcting low-level implementation errors (e.g., undeclared
variables, mismatched types, or segmentation faults).

If the error type indicates an execution failure without de-
tailed diagnostics, LISA interprets it as a potential segmentation
fault and prompts the LLM to strengthen pointer and memory
safety. LISA recompiles and re-executes each repaired candidate
to verify the fix. If the repaired sequence is still invalid, LISA
abandons the seed to prevent unnecessary API invocations and
computation overhead. In practice, this sequence-repair loop
performs at most one repair attempt per erroneous program: a
single LLM-guided fix recovers most compilation and runtime
errors, whereas further attempts on a still-failing sequence
rarely succeed and only add cost, so the seed is discarded
rather than retried.

E. API N-Gram Feedback

To statistically capture the local co-occurrence patterns of
API calls in real-world programs, we adopt an API-n-gram
model. Similar to n-gram models in natural language process-
ing, an API-n-gram represents a contiguous subsequence of [V
API invocations extracted from program traces or source code.
For example, the sequence {open, read, close} con-
stitutes an API-3-gram, while {malloc, memcpy, free,




TABLE I: Sensitivity to the n-gram order NV on z1ib (3-hour
budget). #Valid: successfully generated programs; coverage
measured with 11vm-cov.

N  #Valid Line Cov. Branch Cov.
2 512 71.48% 59.22%
3 818 73.01% 60.01%
4 705 69.89% 57.02%

printf} forms an API-4-gram. By modeling which APIs co-
occur and in what order, the API-n-gram serves as a lightweight,
data-driven dependency model: it captures usage and ordering
dependencies among APIs without constructing an explicit
API-dependency or interaction graph, as used by dependency-
aware approaches such as Hopper [42] and CITYWALK [19].
Integrating such richer dependency models to further improve
sequence validity is a promising extension that we leave to
future work. We set N = 3 for LISA. reports a
sensitivity analysis on z1ib under an identical 3-hour budget:
N = 3 attains the highest line and branch coverage and yields
the most valid programs, whereas N = 2 under-constrains the
sampled API combinations and N = 4 makes them too sparse
to satisfy, lowering both validity and coverage. We therefore
adopt N = 3 throughout; the full sweep is also available in
our artifact.

1) API Scheduling: Let E denote the energy of an API
a. We assign a baseline energy to each API a; to initialize
the feedback loop: E(a;) = 1. When a successful program is
generated, we extract all consecutive API 3-grams (triples) from
its execution trace T = {(a;, a;11,ai42) |1 =1,2,...,L—2},
where L is the length of the API call sequence. For each newly
discovered 3-gram (a;,a;,ax) € T that has not been observed
before, we update the energies of all three constituent APIs:

E(a) < E(a) + 1,for each a € (a;,a;,ar) (1)

This additive reward scheme ensures that APIs appearing in
successful execution patterns accumulate higher energy over
time, with each API starting from the same baseline value.

2) Adaptive Condensed Normalization of Energy (ACNE):
We assign energy to successive n-grams in the API call
sequence. However, assigning sampling probabilities pro-
portional to raw energy skews the distribution heavily: as
sampling progresses, a few high-energy n-grams dominate
the probabilities and cause premature convergence, leaving
other API functions under-explored. To encourage continued
exploration of low-energy, potentially under-explored API
functions, we propose ACNE, which dynamically adjusts energy
values based on their distribution to balance exploration and
exploitation.

a) Normalization: Recall from [Equation T| that our energy
assignment is additive: each time a successful n-gram is
observed, the energies of its constituent APIs are incremented
by 1. The first step of ACNE normalizes the energy values into
a probability-friendly range. Let E,;, and E,,x denote the
minimum and maximum energy values among all API functions.

We normalize the energy of a given API function a with min-
max normalization, and ensure every API function keeps a
non-zero selection probability by adding a small constant € > 0:

E(CL) - Emin

— . (2
Emax - Emin ( )
We use ¢ = 0.01 in our implementation, so E(a) € [e,1]. At
the first iteration every API shares the same energy (Eyi, =
Elhax); in this degenerate case we skip normalization and
sample APIs uniformly.

E(a) =ce+(1—¢)E(a), where E(a) =

Definition III.1 (Condensation transformation). Let I = [0, 1]

denote the interval containing the (normalized) energies of

all API functions. A function f : I — [0,00) is a condense

transformation if it satisfies:

1) Strictly monotone increasing (order-preserving): Nx,y €
I, <y = f(z) < f(y).

2) Strictly concave: for A € (0,1) and Vz,y € I with x # vy,
FO@ s (1= Ng) > A (@) + (1 - N ().

3) Endpoint preserving: f(0) = 0.

Proposition 1 (Range compression). Any condense transforma-
tion f compresses the range of input values: for any x,y € I
with0 <z <y<1 1<fW/ (@) <Yz

We prove [Proposition 1]in [Section B-A]

b) Condensation: To mitigate the skewness of the energy
distribution, we apply a condense transformation to the normal-
ized energy values. Its properties ensure that 1) API functions
with higher energy always have a higher probability of being
selected by LisA, and 2) the marginal effect of increasing
energy decreases as energy grows. A valid condense transfor-
mation always reduces the relative differences between energy
values (Proposition I). In LISA, we use power condensation:
for a given API function a, with a parameter « controlling the
degree of condensation,

C(a) = E(a)", 3)

We show that power condensation is a valid condense transfor-
mation in

c) Distribution-aware adaptive condensation: The pa-
rameter « controls the degree of condensation: a small «
largely boosts the probabilities of low-energy API functions
(encouraging exploration), whereas « close to 1 makes the
effect mild (favoring exploitation). A fixed « is suboptimal
because different stages of LISA require different exploration—
exploitation trade-offs: early on we want to identify likely-
useful API functions quickly (exploitation), and once such a
set is identified and sufficiently tested we want to explore other
potentially useful API functions (exploration). We quantify
the skewness of the energy distribution at iteration ¢ with the
coefficient of variation s; = o¢/u,, the ratio of the standard
deviation o, to the mean p; of the normalized energies at
iteration ¢, and adaptively set

a € (0,1).

O = Qpin + (1 - amin) e °t. (4)

Thus, when the distribution is highly skewed (large s;), oy
is automatically lowered to encourage exploration. Here cyin



controls the maximum degree of condensation; we set iy =
0.5 (derived in [Section B-B).

d) Sampling new API functions: Finally, we use the
condensed energy values to sample new API functions. At
iteration ¢, the probability of selecting an API function a is

C’t(a) A

Pi(a) = ,  where C¢(a) = Fi(a)**.

>t Cilar)
We use these probabilities to sample a subset of APIs as the
API Combinations for API-sequence generation, thereby
guiding the LLM’s attention.

(&)

F. The Invariants LISA Generates

An invariant in LISA is a Boolean predicate ¢ over program
state that must hold every time execution reaches a designated
program point [[8, |27} 34]. Concretely, for a generated API-
sequence partitioned into chunks C || - - - | Cy (Section III-G2)),
each invariant is a pair {p,¢) in which ¢ is the end of some
chunk C; and ¢ ranges over the variables, return values,
and reachable struct fields that are live at £. LISA compiles
each such ¢ into an executable assert () ; the assertion
is satisfied on a given build when it never fires and violated
otherwise. An invariant is therefore a partial specification: it
constrains a property the program must preserve, such as a
size relation, a state flag, or a return-code contract, without
pinning down the exact input—output mapping. That partiality
is what makes invariants usable as oracles for functional bugs,
sidestepping the input—output ambiguity long recognized as
the obstacle to testing non-testable programs [24, [25].

The predicates LISA emits fall into four kinds of increasing
semantic depth. Structural invariants assert that a handle or state
object is well-formed after a constructor-like call. Value-range
invariants keep a field within its documented domain. Relational
and conservation invariants link live values across a call: the
bytes a call consumes plus the bytes that remain equal the input
size, for example. Documentation-derived semantic contracts
encode behavioral intent that exact input—output oracles cannot
easily express, such as the numeric identity of a checksum
API or the guarantee that a destructor resets a state object. The
first two kinds are largely structural; the last two carry the
intent that lets LISA detect silent logic errors. LISA produces
these predicates by prompting the LLM with the chunk code
and the relevant API documentation from the knowledge base
(Section TIT-GT]), seeded by documentation-mined contracts and
Daikon candidates; the algorithm and its verification-and-repair
loop are the subject of A documented read-only
guarantee, for instance, becomes assert (memcmp (buf,
saved, n) == 0) on the relevant input buffer.

A LISA invariant is semantically valid when it does not
contradict the documented contract of the APIs in scope
and holds on the reference build of the library, so that a
later violation signals a behavioral deviation rather than an
over-strong assertion. LISA enforces the first condition during
knowledge-base construction (Section III-GI)) and the second
automatically, by executing each candidate against the reference
build before retaining it. This is a deliberately weaker guarantee

Documentation / __—
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Fig. 2: API knowledge database preparation.
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than soundness in formal verification: LISA does not prove ¢
over all inputs, only that ¢ is consistent with the documented
contract and with observed reference behavior. In that sense
LisA’s invariants are weaker as specifications, since they
are partial and unproven, yet more robust as oracles, since
asserting a stable property is less brittle than predicting an
exact output [[18} 24, [25]. Because LISA does not prove its
invariants, a violation is only a high-confidence bug candidate:
an assertion that survives the verification-and-repair loop yet
still fails on the target build, and a developer confirms every
candidate before we count it as a detected bug. We revisit the

residual threats this raises in [Section VI-Bl

G. Invariant Generation

Existing studies demonstrate that LLM-based invariant
generation without structured guidance struggles to produce
effective and reliable results [27]]. To overcome these limitations,
L1sA first constructs an API contract documentation knowledge
base to guide invariant generation, as shown in and
detailed in [Section ITI-G1l

As shown in LisA adopts a segment-based
invariant generation strategy to incrementally augment API-
level programs with assertions. The target program is first split
into multiple segments. For the first segment, the LLM takes
the raw code as input and outputs the code augmented with
inferred assertions. For each subsequent segment, the input
consists of the previously processed code and assertions, the
current code segment, and relevant API documentation. The
model then generates assertions for the current segment by
leveraging both the program context and external knowledge.
All processed segments are concatenated to produce the final
unit tests enriched with invariants.

Notably, LLM infers likely invariants based on the con-
structed API contract documentation. When an execution
failure occurs, LISA starts a repair loop and retries up to
five times to eliminate transient test bugs, such as mistakes in
the generated test code or invariants. If the failure persists
after all retries, LISA marks it as a high-confidence bug
candidate, since repeated failures are unlikely to be caused by
random or temporary test errors. Nevertheless, because semantic
reasoning is inherently complex, some persistent failures may
still result from subtle test-side inaccuracies rather than actual
implementation defects. These candidates are forwarded to
human reviewers for final verification.

1) Building API Knowledge Database: We build the API
contract knowledge base through a hybrid approach: 1) Auto-
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mated Extraction: Daikon [43|] mines likely invariants from
executable API sequences, and an LLM extracts intended
invariants from official API documentation [44] (e.g., “read-
only” or “no internal state modified”). 2) Manual Filtering:
We keep a Daikon candidate only if it does not contradict
the documentation and does not cause assertion failures when
added to the program. 3) Lightweight Manual Curation: We
supplement explicitly documented invariants missed by Daikon.
This curation can also be performed incrementally on demand,
rather than exhaustively documenting all APIs upfront. To
quantify this manual cost, two annotators with 3+ years of
C/C++ experience, after aligning on the annotation protocol,
independently curated the knowledge-base entries for 20 APIs,
resolving the few disagreements on which invariants to retain
by discussion. They spent 5687 and 6231 seconds in total, i.e.,
4.7 and 5.2 minutes per API respectively (overall mean 5.0
minutes per API), indicating that on-demand curation costs
only a few minutes per API. We detail how Daikon-mined and
documentation-derived invariants are reconciled in [Section F

2) Chunk-level Invariant Generation: To keep reasoning
local and stable, we partition each generated program into
smaller chunks [45]: during API-sequence construction the
LLM emits inline step markers (// STEP1, // STEP2,...)
that we use to split the program by regular expressions. We then
process the N chunks C1, ..., Cy left-to-right. For chunk C;,
the prompt contains the already-accepted code and assertions
from C; ... C;_1, the raw code of C;, and the documentation
for the APIs it uses; the LLM returns C; augmented with
candidate assertions. This preserves prior state while keeping
the context bounded.

a) Verification-and-repair loop: Each set of candidate as-
sertions for C; is immediately checked: we compile and execute
C4]| - - - ||C; and accept the assertions if no failure occurs. When
failures arise, we enter a bounded repair loop (the invariant-
repair loop, up to K{=>5 attempts by default). In contrast to the
single-attempt sequence-repair loop (Section III-D), a failing
assertion is often salvageable by weakening or correcting an
over-strong invariant, so a few extra attempts recover many
otherwise-discarded tests; we cap at K'=>5 because gains plateau
beyond that. At each attempt, the LLM receives the failing
assertion, triggering input (if available), and error trace, and is
asked to weaken, repair, or remove the assertion. If the failure
persists after K attempts, we flag the seed as a potential

unknown bug for human inspection, discard the assertion,
and proceed. After all chunks are processed, the accumulated
program forms the final invariant-enriched test. Compared with
one-shot inference over the whole program, this incremental
scheme shortens each prompt, localizes mistakes, and enables
early detection and targeted repair of over-strong assertions
via immediate execution feedback.

IV. EXPERIMENTAL SETUP
A. Research Questions

To evaluate LISA, we pose the following three research
questions. For convenience, we refer to the API sequence
generation stage as LISAap; and the invariant generation stage
as LISAjy.

RQ1 How does LI1SA perform in C/C++ unit test generation,
and what advantages does it offer compared to existing
approaches? We evaluate LISA’s effectiveness in gener-
ating valid, meaningful C/C++ unit tests and compare it
against state-of-the-art methods.

RQ2 How does each component impact the performance of
LiSA? LISA consists of two stages, each comprising
multiple components that contribute to its overall per-
formance. We conduct ablation studies to understand
the contribution of each component to LISA’s overall
effectiveness.

RQ3 How effective is LISA at detecting real-world functional
bugs? We evaluate LISA’s effectiveness in detecting bugs.
Specifically, we focus on previously reported functional
bugs in real-world projects, as these cases have been
manually verified and confirmed by actual developers.

a) Baseline: To address these questions, we compare
LISA with a state-of-the-art unit test generation framework
and relevant fuzzing techniques. 1) CITYWALK [19] is a
recent C/C++ unit test generation framework that uses project-
dependency awareness and language-specific knowledge to
improve test reliability and quality. 2) OSS-Fuzz [7] is Google’s
continuous fuzzing platform for open-source software. It
combines coverage-guided fuzzing with continuous integration
to detect bugs and security vulnerabilities in widely used
libraries. CITYWALK represents the state-of-the-art in LLM-
based unit test generation, making it a natural benchmark for
assessing LISA’s ability to generate valid and high-quality unit
tests. OSS-Fuzz serves as a widely adopted industrial standard



TABLE II: Benchmark for evaluation. LoC: line of code. #APIs:
number of public APIs.

Library  Commit ID LoC  #APIs
zlib 5a82f71 30k 87
libpng 0£07£70 57k 246
libpcap d8lcOlc 58k 84
sqlite3 7Tefded5 413k 289
lems 8888d84 45k 286
cJSON c859d25 10k 76
re2 adb2aee 28k 70

for fuzzing-based bug detection, providing a strong baseline
for evaluating LISA’s effectiveness in code coverage and bug
detection. For OSS-Fuzz, we use the official fuzzing harnesses
from the OSS-Fuzz GitHub repository and run 1ibFuzzer
for 3 hours on the same library version (identical commit)
as LISA. We measure branch and line coverage for all tools
independently using 11vm-cov with identical compiler flags,
following Fuzzbench’s recommendation [46] to use Clang
source-based coverage rather than fuzzer-reported metrics.
records the remaining design and measurement
details (harness handling, library-level coverage, and the
comparison with HOPPER).

b) Scope of baselines: We considered agentic SE work-
flows (SWE-agent [47], OpenHands [48]]) and recent LLM-UT
methods (IntUT [49]])) and excluded them for three reasons.
Language: SWE-agent and OpenHands target Python [50]
and IntUT targets Java; none supports C/C++ test generation,
whereas LISA targets C/C++ library APIs. Toolchain coupling:
their pipelines rely on language-specific infrastructure (Python
execution environments; IntUT’s Java static analysis for test-
intention derivation), so a fair comparison would require us to
re-implement each system for C/C++ rather than run an existing
tool. Task and oracle mismatch: SWE-agent and OpenHands
resolve a given issue by patching a known defect rather than
discovering unknown functional bugs, whereas IntUT relies
on the exact-output oracle that LISA explicitly avoids. Our
Vanilla-LLM baseline and component ablations
[Table VI) address the orthogonal concern that LISA’s gains
might come from its iterative generate-and-repair loop rather
than the invariant oracle: they disable LISA’s components
while keeping the same underlying LLM. We ground key
parameters similarly: N=3 follows from the sensitivity analysis
in and the maximum condensation factor auy;,=0.5
follows from the analytical derivation of ACNE in
and [Section B-Bl

B. LISA-BENCH

Existing benchmarks are insufficient for functional-bug-
oriented test generation. Fuzzing benchmarks such as
Magma [51] and FuzzBench [46] curate only crash-triggering
bugs (e.g., overflows, use-after-free) that manifest as memory
errors, not the silent logic errors functional bugs produce.
LLM-UT benchmarks such as TestGenEval [22]] rely on
pass rate and coverage, which are insensitive to the oracle
problem: an assertion-free suite trivially achieves high pass

rate and coverage yet detects nothing. Neither family, therefore,
evaluates whether generated tests can expose functional defects.

To fill this gap, we introduce LISA-BENCH, a benchmark
specifically designed for evaluating functional-bug-oriented
unit test generation for C/C++ libraries. We select 7 real-
world open-source C/C++ projects from GitHub, five of which
include historical bugs. The projects are selected according
to four criteria: (1) the library exposes a public C/C++
API; (2) it builds and executes in our environment with
reasonable effort; (3) it has sufficient functional complexity
for invariant-based testing; and (4) historical bug reports
or commits are available, enabling confirmed functional-bug
cases. We also intentionally include projects from different
application domains and codebase sizes to avoid overfitting the
evaluation to a single library style. As shown in these
projects span diverse application domains: data compression
(z1lib [52]), PNG image processing (libpng [53[]), network
packet capture (libpcap [54]), an embedded SQL database
engine (sqlite3 [55]]), color management (Icms [56]), structured-
format parsing (cJSON [57]), and regular-expression matching
(re2 [58]]). Spanning small to very large code bases, these
libraries let us curate historically reported, developer-confirmed
functional bugs and directly measure whether generated tests
detect real-world defects.

C. Metrics

1) Evaluating L1SAsp;: We evaluate L1SAap; using four
standard metrics [59, |60]: Compilation Success Rate (CSR)
and Execution Success Rate (ESR) measure the fractions of
generated API-sequences that compile and run without runtime
errors, respectively; Line Coverage (LC) and Branch Coverage
(BC) are measured with 11vm-cov.

2) Evaluating LISA;,: We evaluate LISAj, using two
metrics that reflect both its ability to generate assertions and
their quality.

a) Average Unique Verifications Count (AUVC): AUVC
measures the expected number of valid, unique verifications
produced per input seed. Let T;oq; be the valid seeds from
LiSAapr and Tpass € Tiota those that still compile and execute
after invariant insertion; for ¢ € Tpqss, let U (¢) be its number of
unique verifications. Then AUVC = ZteTpm U(t) / | Ttotail-
Test cases whose invariants are invalid or violate intended
behavior are excluded from 7pqss and thus contribute zero,
penalizing failed generation. Uniqueness is semantic, not
syntactic: two annotators with 3+ years of C/C++ experience
label each assertion, treating repeated queries over an evolving
stream state as distinct while collapsing syntactically different
but equivalent predicates such as x >= 1 and x > 0 for
x € Z. Disagreements are resolved by discussion to consensus
(full protocol in [Section D-A)).

b) Historical Bug Detection Rate (HBDR): We measure
fault detection via historical bug re-introduction: for five
libraries, we revert five previously fixed bugs in each (25
bugs in total). A bug counts as detected when the generated
test passes on the patched branch but fails on the buggy one.



TABLE III: Comparison of Compilation and Execution Success
Rates between Vanilla LLM and LISA.

. Vanilla LLM Lisa

Library

Comp. Exec. Comp. Exec.
libpcap 80.0% 452% 99.3%  90.4%
lems 920%  30.6% 95.0% 77.5%
zlib 943%  92.6% 99.5%  98.6%
sqlite3 883%  28.6% 983% 91.5%
re2 96.4%  73.0% 100%  99.9%
c¢JSON 56.8%  56.1%  100%  99.4%
libpng 651%  382% 935% 79.2%
average 81.8% 52.0% 97.9%  90.9%

TABLE IV: Code Coverage Comparison: LISA vs. Vanilla LLM
vs. OSS-Fuzz. All tools were run for 3 hours. Bold indicates
the best performance.

. Vanilla LLM OSS-Fuzz LisA

Library

Line Branch Line Branch Line Branch
libpcap 21.06% 24.60% 25.79% 27.51% 27.48% 30.32%
lems 30.28% 20.82% 44.74% 34.44% 49.18%  27.59%
zlib 53.32% 4143% 65.99% 5281% 73.01% 60.01%
sqlite3 1440% 10.54% 3538% 26.60% 31.06% 22.46%
re2 36.09% 41.03% 29.77% 31.62% 39.77% 46.54%
¢JSON 51.01% 47.53% 42.28% 4552% 76.80% 69.07%
libpng 13.01% 8.92% 22.57% 17.94% 2021% 14.92%
average 31.31% 27.84% 38.07% 33.78% 45.36% 38.70%

To draw the five bugs for each library, we scan developer-
fixed commits in reverse chronological order and keep the
first five whose fix message flags a non-crashing functional
defect and whose buggy revision reproduces deterministically
on our toolchain; we skip commits that fail either filter and
examine the next candidate. This protocol fixes the corpus
rather than hand-picking it. We prefer this design to mutation
score, the alternative common in test-generation studies [[61]]:
synthetic mutants often diverge from the fault distribution of
real software [62], whereas a developer-verified historical fix
bounds each bug’s semantics and repair on evidence that a
human maintainer already accepted.

V. RESULTS AND ANALYSIS
A. Coverage and Success Rate

To ensure a fair and rigorous comparison, we enforced a
strict 3-hour time budget for all dynamic execution experiments,
including LISA, the Vanilla LLM baseline, and OSS-Fuzz. We
present our results in [Table 1] and [Table TV] LISA significantly
outperforms both the Vanilla LLM and OSS-Fuzz across
multiple dimensions.

a) Superiority over Vanilla LLM: Our Vanilla LLM
baseline disables all of LiSA’s key components (feedback,
repair, chunking, rules), retaining only basic correctness checks
and a minimal prompt with API knowledge. The results
demonstrate that LISA’s superior performance stems from its

architectural design rather than the underlying LLM capability.

LiSA achieves a 38% higher average execution rate and more
than doubles the line coverage in complex libraries such as

| | | | |
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Fig. 4: Comparison of AUVC between LisA and CITYWALK.

sglite3 (31.06% vs. 14.40%). This confirms LISA’s n-gram
feedback and repair mechanisms are essential for guiding LLM
beyond shallow happy paths to explore deep, unseen code.

b) Comparison with Fuzzing: Compared to the industrial
standard OSS-Fuzz, L1SA demonstrates remarkable efficiency,
achieving higher coverage on the majority of libraries. L1SA
leads OSS-Fuzz in line coverage on five of the seven libraries,
with gains ranging from +1.7% on libpcap to +34.5% on
cJSON (e.g., +7.0% on zlib and +10.0% on re2). For
libraries requiring structured inputs (cJSON, re2) or complex
state transitions (z1ib), the LLM’s inherent knowledge of
syntax and state flows bypasses the grammar barriers and state-
space traps that hinder stochastic fuzzers in short-duration runs.
Conversely, OSS-Fuzz leads on the two libraries with extensive
error-handling branches for malformed inputs (sglite3,
libpng), where input mutation excels; however, the coverage
gained from these error paths rarely translates into the discovery
of functional bugs.

B. Quality of Generated Oracles: AUVC

While code coverage measures how much code is executed,
it does not reflect whether the execution is properly verified. We
use AUVC to evaluate the semantic richness
of the generated tests. We compare LISA against CITYWALK,
the state-of-the-art LLM-based unit test generation framework.

a) High Density of Verifications: As illustrated in
fire—4, Li1SA demonstrates a substantial advantage in as-
sertion density across all evaluated libraries. On average,
LISA generates 3.25x more unique verifications per test than
CITYWALK. For example, in cJSON, LISA achieves an
AUVC of 44.3 compared to CITYWALK’s 11.8.

b) Semantic Depth: This performance gap stems from
fundamental differences in generation strategies. CITY WALK
generates tests in a single pass ("one-test-per-method"), often
producing simple checks such as assert (ptr != NULL)
to ensure compilability. In contrast, LISA’s dual-stage design
allows LISAj,, to focus exclusively on logic verification. By
leveraging the constructed API knowledge base, LISA injects
rich, state-aware invariants, for example, validating complex
struct fields or return states, that CITYWALK misses. This
high AUVC confirms that LISA not only executes code but
rigorously verifies its correctness, directly contributing to its
superior bug-finding capability.



TABLE V: Ablation study of LISAap; components. w/o
Feedback: the variant with only random selection. Comp.:
compile rate. Exec.: execution rate.

Library Variant Comp. Exec. Line Cov. Branch Cov.
w/o Rules 99.3%  98.1% 66.48% 52.44%
w/o Feedback  99.0%  98.4% 65.58% 52.48%
zlib w/o Examples  99.5%  98.3% 67.31% 53.92%
w/o Repair 98.8%  95.7% 67.58% 54.30%
Li1SAapt 99.5%  98.6% 73.01% 60.01%
w/o Rules 99.9%  98.8% 72.54% 66.22%
w/o Feedback 100%  98.5% 71.80% 63.95%
¢JSON  w/o Examples 99.3%  98.2% 73.20% 66.60%
w/o Repair 99.8%  97.0% 72.72% 65.37%
LI1SAapt 100%  99.4% 76.80% 69.07 %
w/o Rules 97.6%  83.2% 26.88% 19.37%
w/o Feedback  98.0%  70.4% 21.40% 15.22%
sqlite3 w/o Examples  96.2%  74.8% 27.27% 19.68%
w/o Repair 90.9%  51.4% 25.53% 17.87%
L1SAapr 98.3% 91.5% 31.06% 22.46%

C. Ablation Study

We perform an ablation study on LISA’s components,
denoted LiSAsp; and LISAjy,.

1) Components of LiSAsp;: To rigorously assess the contri-
bution of each component within LISAsp;, we conduct an
ablation study on three representative libraries: sglite3,
cJSON, and z1lib. We choose these three for three reasons:
they span the complexity spectrum of our benchmark, ranging
from a small structured-format parser (cJSON), through a
stateful streaming codec (z1ib), to a large and highly stateful
database engine (sglite3); they all belong to the bug-finding
benchmark and thus reflect the settings where LISA is ultimately
evaluated; and limiting the ablation to three subjects keeps the
cost of running every component variant tractable. We derive
four variants by selectively disabling specific modules from
the full framework: « w/o Rules: Removes project-specific
constraints and headers from the prompt. « w/o Feedback:
Replaces the n-gram guided feedback mechanism with random
selection. « w/o Repair: Disables the error detection and
repair loop. « w/o Examples: Removes the few-shot successful
examples from the prompt context. We evaluate these variants
using the same metrics as RQ1. As shown in every
component within L1SAap; is indispensable for effective API
sequence generation.

For simpler libraries (cJSON, z1ib), execution stays above
95% even under ablation, yet the full framework still yields
the best coverage (e.g., +7.43% line coverage over random
selection on z1ib). For complex, state-sensitive libraries such
as sgqlite3, the components become critical: removing repair
(w/o Repair) drops execution to 51.4% and line coverage to
25.53%, as LLMs frequently hallucinate invalid states. The
n-gram feedback is the single most important component for
coverage: its removal yields the lowest coverage across all
libraries (e.g., 21.40% line coverage on sglite3), since
it otherwise steers generation toward under-explored API
combinations.

2) Component of LiSA;,,: Unlike LISAap;, Whose primary
goal is to produce valid and diverse execution paths (measured
by coverage), the contribution of the invariant generation
component (LISAj,,) is intrinsically linked to the ability to
detect faults. A simple count of assertions (like AUVC) in
ablation variants does not fully capture the correctness or
utility of those assertions. Therefore, to provide a realistic
evaluation, we defer the detailed ablation study of LIiSAj,y
(analyzing the impact of Repair, Chunking, and Knowledge)
to RQ3. There, we evaluate how each component contributes
to functional-bug detection, including two knowledge-source
variants: one using only Daikon outputs and one using only
official documentation.

Although several LISAap; components are implemented
through prompts, LISA is not simply a prompt-engineering
variant. Its main contribution is the two-stage design: it first
explores executable API sequences, then performs invariant
generation as a separate stage grounded in documentation and
chunk-level reasoning. This decomposition changes both the
exploration target and how test oracles are constructed. The
benefit is evident in the LISAap; ablations and in
the bug-finding results, where removing LISA;,, components
consistently reduces detection effectiveness. These results
suggest the gains come from the overall framework design, with
prompting serving as merely one implementation mechanism.

D. Bug-Finding Ability

We evaluate the practical bug-finding ability of LISA on
L1SA-BENCH, targeting 25 reproduced historical functional
bugs across five libraries. To ensure a fair comparison, we
aligned the execution constraints with the operational nature of
each tool: ¢ OSS-Fuzz: Guaranteed a continuous 6-hour fuzzing
window to maximize mutation depth. ¢ CITYWALK: Allowed
to run to completion, processing the entire set of focal methods
without time truncation. e LISA: Operated within a strict 3
hours pipeline for LISAap; seed generation and generated final
unit tests through L1SA;,, with the total runtime capped at 6
hours.

As shown in LiSA (Full) achieved a total
detection rate of 48% (12/25), significantly outperforming both
CITYWALK (12%) and OSS-Fuzz (8%).

Fisher’s exact test confirms that these differences are
statistically significant: LISA vs. OSS-Fuzz (p = 0.0036, odds
ratio = 10.6) and LISA vs. CITYWALK (p = 0.0121, odds
ratio = 6.77). Both p-values are below 0.05.

The baselines’ poor performance reveals their structural
limitations. OSS-Fuzz (2/25) detects only crash-inducing faults
(e.g., memory corruption) and misses functional logic errors
that do not trigger runtime aborts. Tellingly, the single libpng
defect that OSS-Fuzz caught but LISA missed was a use-
after-free that aborts at runtime rather than a silent logic
error, underscoring the complementary scopes of the two
tools. CITYWALK (3/25), despite using LLMs, achieves a
low detection rate because its "one-test-per-method" strategy
prioritizes compilability through extensive mocking and isolated
testing [[19]]. While this yields good coverage for focal functions,



TABLE VI: Bug-finding results.

Library  Total Baselines Ours Ablation of LISAiny

y CITYWALK OSS-Fuzz | LiSA (Full) | w/o Repair w/o Chunk w/o Knowledge Daikon Only Doc Only
c¢JSON 5 1 0 3 1 2 1 2 2
lcms 5 1 0 3 1 1 1 1 1
zlib 5 0 1 2 1 0 0 1 0
sqlite3 5 1 0 2 1 1 1 1 1
libpng 5 0 1 2 0 0 0 0 0
Total 25 | 3 (12%) 208%) | 12(48%) | 4 (16%) 4 (16%) 3 (12%) 5 (20%) 4 (16%)

it cannot construct the complex, multi-step API sequences
necessary to trigger state-related functional bugs.

In contrast, LISA’s dual-stage design enables superior
detection. L1SAap;’s feedback-guided exploration constructs
diverse, valid API sequences that penetrate deep program states,
while LISA;,, injects invariants that reveal silent logic errors,
helping LI1SA find nine more bugs than the best baseline.

The ablation study validates the necessity of LISA;,,’s three
core components. First, repair is critical for test survivability:
without it (w/o Repair, 4 bugs), many tests terminate pre-
maturely due to minor assertion failures or syntax errors and
never reach the API calls that trigger bugs. Second, chunking is
necessary for long sequences (w/o Chunk, 4 bugs): without it,
the model struggles to maintain attention across the entire
program, missing intermediate states and failing to place
assertions at key points. Third, the knowledge base provides
essential semantic guidance (w/o Knowledge, 3 bugs). Neither
source alone suffices: Daikon-only introduces substantial noise
(5 bugs), while documentation-only covers basic requirements
but misses semantic constraints (4 bugs). Combining both
gives LISA broader semantic coverage and stronger filtering
of spurious invariants.

VI. DISCUSSION AND FUTURE WORK
A. Case Study: Silent Logic Error in SQLite

I |sglite3 xdb = nullptr;

2 | sglite3_stmt xstmt = nullptr;

3 | sglite3_open(":memory:", &db);

4 | sqlite3_prepare_v2(db, "SELECT 0 OR 2", -1, &stmt,
nullptr);

5 sglite3_step (stmt);

6 int val = sglite3_column_int (stmt, 0);

7 assert (val == 1);

Listing 3: Simplified PoC derived from LISA’s generated test
that triggers the SQLite logic bug.

To illustrate LISA’s ability to find functional bugs, we analyze
a logic regression in SQLite (commit d443f0a). As described in
the commit message, a regression in the query optimizer caused
the SQL expression "0 OR 2" to be erroneously evaluated as 2
(the integer value of the second operand) instead of 1 (Boolean
TRUE). This is a classic logic error: the program executes
valid CPU instructions and manages memory correctly, but the
mathematical result is wrong. As shown in Listing [3] LiSA
exposed this defect as follows:

« API Sequence Construction: LISA first generated a valid
call sequence to prepare and execute the specific query
"SELECT O OR 2" using the sgqlite3_prepare_v2
and sglite3_step APIs.

« Invariant Assertion: Crucially, instead of merely checking
for a successful return code (e.g., SQLITE_ROW), LISA
inferred the semantic invariant of the SQL operation. It gen-
erated the strict assertion assert (val == 1), enforcing
that the logical OR operation must yield a Boolean True
(normalized to 1 by LISA).

Consequently, although the buggy version returned 2 due to
an incorrect bitwise optimization and would pass crash-based
fuzzing, LISA’s test triggered an assertion failure.

B. Threats to Validity and Limitations

We organize the residual threats along the standard three axes.
Internal validity: LLM non-determinism (Reproducibility) and
hyperparameter choices (Hyperparameter Settings) could bias
the measured effect; the variance study shows the
residual noise is well below LISA’s margin over the baselines.
External validity: the 25-bug, five-library, C/C++-only corpus
limits generalization (Benchmark scale); we mitigate this with
a fixed selection protocol and consistent per-
library gains rather than aggregate-only claims. Construct
validity: a violated invariant is a high-confidence bug candidate,
not a proven defect (Final oracle verification), and LISA’s recall
is bounded by documentation completeness (Section IIT-Fj).

a) Benchmark scale and representativeness: LISA-
BENCH currently comprises 25 developer-confirmed historical
functional bugs spanning five libraries from distinct domains.
While modest in absolute size, the set is assembled by a
fixed protocol rather than hand-picked: each bug is drawn
from a previously fixed historical commit, included only if
it reproduces deterministically on our toolchain and exhibits
a non-crashing functional symptom, and excluded otherwise.
L1SA’s advantage is consistent across the per-library breakdown
(Table VI) rather than driven by any single library, and its
margin over both baselines remains statistically significant
(Fisher’s exact test, p < 0.05). Nonetheless, the absolute scale
limits the precision of the point estimates, and evaluation on a
larger and more varied bug corpus is an important direction
for future work.

b) Reproducibility and non-determinism: Although the
underlying LLM is non-deterministic, this affects only which
tests LISA generates, not their stability once generated: every



TABLE VII: Run-to-run variance of LISA over three repetitions
on three representative libraries. Comp./Exec.: compilation/ex-
ecution success rate (mean=tstd, %); Cov. in %; Bugs: number
of the 5 historical bugs detected in each of the three runs.

Library Comp. Exec. Line Cov.  Branch Cov. Bugs
z1lib 99.8+0.3 98.3+0.5 70.5+2.1 57.1£2.5 2,2,2
cJSON 100+£0.0  98.9+0.5  74.6+£3.5 67.5£2.9 3,3,2
sglite3 985409 90.04+3.3 31.4+1.8 22.8£1.5 2,2,2

generated test is a fixed C/C++ program that compiles and
executes identically on every run, so LISA does not produce
flaky tests. Non-determinism during generation is further
dampened by the two repair loops, which execute each
candidate against the reference build and discard transient
or unstable assertions, retaining only invariants that pass stably.
To quantify the residual variance, we repeat the full pipeline
three times on the three representative libraries (Table VTI).
Compilation and execution success rates are highly stable, while
line and branch coverage vary by only a few percentage points
(standard deviation < 3.5), far smaller than LISA’s margin
over the baselines; in every run LISA exceeds the Vanilla
baseline on all three libraries and its ranking against OSS-Fuzz
is unchanged. Bug detection is likewise stable last
column): all but one of the detected bugs recurs in every run.
The main tables report one representative run from this set.

¢) Hyperparameter Settings: The choice of hyperparame-
ters, such as the value of n in n-gram and the repair attempt
limit (5), along with the selected LLM, relies on preliminary
tuning and prior studies. We acknowledge that these settings
may not be optimal. However, to mitigate bias, we maintained
fixed configurations across all comparative methods. Future
work could investigate automated hyperparameter optimization
or sensitivity analysis to better understand their impact on
LisA’s performance.

d) Final oracle verification and documentation coverage:
Although LISA uses invariants and iterative repair to mitigate
the oracle problem, final verification still requires human
inspection. In particular, a failing assertion may indicate either
a genuine implementation defect or a misinterpretation of
the specification by the LLM. By design, LISA’s chunk-
invariant reasoning and verification-and-repair loop produce
high-confidence assertions; nevertheless, residual false positives
cannot be fully eliminated. A second, orthogonal limit is recall:
LISA can only assert what documentation (plus filtered Daikon
candidates) makes explicit, so conventional-but-undocumented
contracts that experienced developers take for granted yield
no invariant, and LISA can miss bugs that violate only such
unwritten conventions. Grounding invariants in documentation
is a deliberate trade-off, keeping them semantically valid and
low-noise at the cost of leaving undocumented intent to future
work on mining usage patterns and existing test suites. More
broadly, the test oracle problem remains a fundamental open
challenge in software testing [25]], and resolving it more fully
is an important direction for future work.

e) Automation: Constructing the API knowledge database
requires one-time manual effort, so the overall pipeline is not
yet fully automated. In principle, this step could be delegated
to an Al agent to further reduce manual effort. However, it
remains unclear whether such automation can match the quality
and reliability of human curation. Developing and evaluating
agent-based alternatives for this stage is an important direction
for future work.

C. Future Work

Beyond automating knowledge-base curation and mining
undocumented conventions, as discussed above, two extensions
look promising. First, integrating richer API-dependency mod-
els, such as those used by Hopper [42] and CITYWALK [19],
could further raise the validity of generated sequences beyond
what the n-gram model captures. Second, extending LISA
to managed-language libraries (Python, Java) would test the
portability of the two-stage decomposition beyond the C/C++
setting we studied here.

VII. RELATED WORK
A. Automated Software Testing for Libraries

a) Library fuzzing: Library fuzzing typically uses
LLVM’s libFuzzer [4], for which developers write fuzz drivers
that parse inputs and invoke APIs; OSS-Fuzz [7] maintains
such drivers for over 1000 projects. As writing drivers requires
expert knowledge of library semantics, recent work automates
their generation [26} |42, |63]: Hopper [42] models API calls
with a lightweight interpreter and grammar to explore valid
API compositions (API sequences in this paper), and PROMPT-
Fuzz [26] prompts an LLM to generate fuzz drivers, iteratively
mutating the API combinations under coverage feedback to
reach deep implementation bugs.

b) Automated unit testing: Heuristic-based unit test gen-
eration has been studied for decades but targets mainly object-
oriented software (Java, C#), generalizing poorly to C/C++
because it focuses on object internal state rather than library-
level API interactions [12} [13]]. RANDOOP [12]] mutates method-
call sequences and checks language-level oracle properties,
while 4TEST and EvoSuite generate finer-grained oracles via
mutation analysis; however, the injected artificial bugs are
often unrealistic [[15] |16]], leaving these heuristics with low
maintainability and usability [[15].

B. LLM-Based Unit Test Generation

To overcome the limitations of heuristic-based unit test
generation, recent studies have proposed using the code under
test as prompts to LLMs to automatically generate unit
tests 1619} 121138l /64, 65]]. This line of work has evolved from
generating only assertions [21} 64} 65] to producing complete
test functions and even full test files [[16-19]].

Several benchmarks have been proposed to evaluate LLM-
based software testing [22} (66} |67]]. TestEval [66] and SWT-
Bench [67] focus on generating single test functions, whereas
TestGenEval [22] evaluates the generation of complete test
suites, similar to EvoSuite. SWT-Bench measures bug detection



capability by generating tests for bug-fixing pull requests (PRs),
where the generated tests should fail before the PR is merged
and pass afterward. TestGenEval incorporates mutation score
to assess whether the generated tests can detect behavioral
changes in the code. However, no existing benchmark provides
a ground-truth oracle for test generation, which is necessary
for evaluating whether generated tests can detect real-world
functional bugs in the current versions of software libraries.
Moreover, all existing benchmarks support only Python, while
more widely used languages in the software supply chain, such
as C and C++, remain largely neglected.

C. Invariant Generation

Program invariant generation methods can be broadly cate-
gorized into dynamic execution-based [34], search-based [|68]],
and learning-based approaches [8| 27| 68]. Execution-based
methods, such as Daikon [34]], capture invariants of the current
version of the software and are therefore better suited for
generating regression tests rather than detecting functional bugs.
LLM-based approaches, such as Smartlnv [8]], infer invariants
that should hold according to the developer’s intent by
reasoning over both source code semantics and corresponding
natural language descriptions [69]]. Such invariants can be
used to detect functional bugs in software libraries. LISA is a
generic framework capable of integrating any style of invariant
generation method based on user preference, supporting both
regression testing with Daikon and functional bug detection
using LLM-based invariant generalization. LISA reconciles the
two lines: Daikon supplies candidate relations that LISA filters
against documentation, while the LLM supplies intent-level
contracts from the same documentation, checked in turn against
the reference build. Neither source alone flags functional bugs,
but their documentation-grounded reconciliation does.

D. Positioning of LISA

LISA shares individual building blocks with prior work, but
its contribution lies in how it decomposes functional-bug detec-
tion rather than in any single component. PROMPTFUZZ [26]
generates fuzz drivers for crash detection and steers exploration
by mutating API combinations under code-coverage feedback;
LisA instead synthesizes API sequences (not drivers), targets
functional bugs, steers exploration with a new n-gram API-
combination coverage (Section ITI-E), and supplies the invariant
oracle that PROMPTFUZZ lacks, reusing only PROMPTFUZZ’s
front-end API extraction, not its fuzzing loop. Smartlnv [§]]
infers invariants for smart contracts from code and intent;
L1sA instead targets C/C++ library APIs, derives invariants
from APl documentation as executable test oracles, and,
unlike monolithic inference, decouples oracle construction from
sequence generation, inserting invariants incrementally at chunk
boundaries under a verify-and-repair loop (Section TII-G2).
LLM-UT methods such as CITYWALK [19] follow a one-
test-per-method scheme whose oracles are frequently trivial
(e.g., assert (ptr != NULL)) and cannot construct the
multi-step API sequences required to reach stateful functional
bugs. The novelty of LISA is therefore not any single technique

it borrows, but this decomposition, separating reachability
(sequence synthesis) from oracle construction, guiding the
former with n-gram API-combination coverage and grounding
the latter in documentation-derived chunk invariants, which no
prior approach provides.

VIII. CONCLUSION

We presented LISA, a novel LLM-based unit testing frame-
work for detecting functional bugs in software libraries. By
decoupling API-sequence exploration from invariant construc-
tion in unit tests, LISA leverages n-gram API-combination
coverage feedback and chunk-invariant reasoning to generate
diverse and semantically meaningful test functions. Across 7
C/C++ libraries, it attains higher average branch coverage than
OSS-Fuzz, and on 25 historical functional bugs it detects 12
(48%), versus 3 for CITYWALK and 2 for OSS-Fuzz. Its
novelty lies in this decomposition rather than in any single
borrowed component, and it mitigates rather than solves the
oracle problem, emitting high-confidence bug candidates for
developer confirmation.

DATA AVAILABILITY

Our artifacts and source code to reproduce the data are
available at [[70] and on GitHubE] This public digital repository
includes: (1) the LISA implementation and prompts, (2) the full
list of the 25 re-introduced historical bugs (IDs, links, and cor-
responding patches/commits), (3) the generated test programs
for the bugs found by LiSA, (4) all scripts/configurations used
for coverage measurement and reporting, and (5) the rationale
and sensitivity data for choosing the n-gram parameter N.
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APPENDIX A
PROMPT TEMPLATES

Your task is to write a complete, logically correct C++ function named “int
test_{project}_api_sequence()” using the {project} library.
The API sequence should focus on the usage of the {project} library, and
several essential aspects of the library are provided below. {headers} {APIs}
{context}
Please use the following API functions in your function {combinations}
Here is a successful example function: {successful_example}
Below is basic function requirements: {Function Requirements} and project’s
specific rules:{project_rules}
Code Quality Rules:
e The API sequence should follow a realistic and complete usage pattern:
— Initialize — Configure — Operate — Validate — Cleanup
o Ensure data flows meaningfully between API calls (no dummy or unused
variables).
e Do not use placeholders like // your code here’.
o If you have to write any helper functions, begin them with static
e Only output the function body ‘int test_{project}_api_sequence()’ { ... }’
Example output:

int test_{project}_api_sequence() {
// Step 1l: Initializations

// Step ...

// Step ... : Cleanup

return 66;

}

Fig. 5: The structured prompt template employed in our
framework. Dynamic fields are denoted by brackets.

The previous attempt to generate code failed with the following error:
Error code:{error_code}

Error Type: {error_type}

Error Details:{error_details}

Please regenerate a new program to repair the error without changing
the logic, do not redefine main function and any other parameters
even if the error is not defined, and do not change the function name.
If error type is execution error without error details, you can regard
it as Segmentation fault (core dumped).

Do not include if branches or loops; the function should be a straight-
line sequence of API calls.

Fig. 6: The structured repair prompt template for correcting
erroneous API sequences. Dynamic fields are denoted by
brackets.

APPENDIX B
DETAILS OF API N-GRAM FEEDBACK

A. Proofs of Condense Transformation

Proof of [Proposition 1} Let z,y € I suchthat 0 <z <y < 1.

Let A = z/y € (0,1), then z = Ay + (1 — A) - 0. By strict
concavity,

M) =AM y) + 1 =Xf0) < fQy+(1=A)-0) = f(x).

Rearranging the above inequality gives

M < ) = 1) < 0 =Yy — T8t
Since f is strictly monotone increasing, we have 0 < f(z) <

f(y), thus
fly) _y

1< === <=

flz)

We conclude that any strictly monotone increasing concave
function with left-endpoint preserved compresses the range of
input values. O

Proof that power condense is a condense transformation.

We prove that power condense is a condense transformation.
We write the power condense C(a) = E(a)® as f(z) = z©
for o € (0,1) for simplification.

o Strictly monotone increasing: We take the first derivative of
f with respect to =,
dz®
/ = — =
Since a > 0, f'(z) > 0 for all > 0. Thus, f is strictly
monotone increasing.
o Strictly concave: For concavity, we take the second derivative
of f with respect to x,
d?2z*  daz~!
17 _ a4 B
Fie) = dx? dzx
Since o € (0,1), we have o — 1 < 0, thus f”(z) < 0 for
all © > 0. Therefore, we conclude that f is strictly concave.
e Left-endpoint preserved: We have f(0) = 0% = 0.

Thus, we conclude that power condense satisfies
[

a—1

=aa —1)z°72.

B. Choice of Maximum Condensation Factor

In this section, we illustrate how we choose the maximum
condensation factor ovyin in Let z,y € I be the
energies of two API functions such that x < y, then their
relative ratio after power condense is given by

rR=Y _ (3)0
¢ T
Let us consider the extreme case after normalization, where
x =c¢and y = 1, so ¥/z = /e = 100. Since R = (¥/)®
is increasing in «, the strongest condensation (o« = yin)
yields the smallest selection ratio between the highest- and
lowest-energy API function:

1 AXmin
Ramin = (E .

We choose aqy,i, so that, even under this strongest condensation,
the highest-energy API function stays a useful factor more
likely to be selected than the lowest-energy one, preventing
over-condensation. For example, to keep that factor at 10x,

1 QGmin
R = () = 10,
3

1 log(1
Qmin log (€> =log(10) = Qmin M =0.5.

" log(1/¢)

Through this feedback loop, the API energy distribution
dynamically evolves based on the success and novelty of
generated 3-grams, enabling the model to balance correctness
reinforcement with exploratory diversity.



APPENDIX C
DESIGN AND MEASUREMENT NOTES

A. Comparison with HOPPER

LisA builds on Hopper’s [42] distinction between Intra-API
(argument validity) and Inter-API (call dependencies). LISA’s
advantage lies in its “decoupling” strategy, which delegates
resolution of Inter-API constraints entirely to LISAap;. LISAap;
focuses on generating valid and high-quality API sequences
(solving the “reachability” problem) through LLM reasoning
and API n-gram feedback before invariant generation. This pro-
cess drastically reduces the search space complexity, allowing
the subsequent stage to concentrate entirely on verifying Intra-
API behaviors through invariants, thereby ensuring high-quality
assertions.

B. Straight-Line Execution Policy

We acknowledge that straight-line programs cannot explicitly
encode branches. However, the library under test can still take
different internal branches based on internal state, call order,
and implicit conditions, even when the generated driver itself
is straight-line. This is an intentional trade-off to prioritize
correctness and executability while still enabling substantial
state evolution and control-flow coverage.

C. Measurement Setup

For OSS-Fuzz, we used the official fuzzing harnesses from
the OSS-Fuzz project for each library and did not modify them.
All coverage metrics reported in the main text are measured
at the library level. That is, the coverage only reflects the
execution of the target library code, not the fuzzing harness or
the test driver. In our implementation, we used gpt-5-mini
for the API sequence generation phase (LISAapy), since this
phase focuses on fast, large-scale exploration of API sequences.
We used gpt—5. 1 for the invariant generation phase (LISA;pny),
since this phase requires stronger reasoning to produce correct
and meaningful invariants.

APPENDIX D
METRIC DEFINITIONS AND ANNOTATION PROTOCOL

This appendix supplements the metric definitions in
with the annotation protocols used for AUVC and
HBDR; the core LISAapr metrics (CSR, ESR, LC, BC) are
defined there.

A. AUVC Uniqueness Annotation Protocol

Multiple invariant statements may be considered unique
even if they query the same program state. For example,
repeated queries over the same zlib stream state following a
sequence of API operations are considered distinct. Conversely,
syntactically different invariants may be non-unique if they
express equivalent conditions (e.g., x >= 1 and x > 0 for
x € Z). The uniqueness of verifications is determined through
manual analysis by two authors with more than three years of
C/C++ development experience, who independently inspected
and categorized the generated invariants based on their semantic
meaning. Their results are discussed and confirmed by a

group of senior software researchers and library maintainers.
Disagreements were resolved through discussion to reach a
consensus.

B. HBDR vs. Mutation Score

While mutation score is a widely adopted metric in evaluating
unit test generation techniques [61], synthetic mutants may not
fully represent the complexity of real-world software faults [62].
We therefore prefer historical bug re-introduction as a more
faithful proxy for real-world fault detection.

APPENDIX E
API CONTRACT DOCUMENTATION DETAILS

We construct API contract documentation through two
complementary ways: dynamic analysis and natural-language
documentation analysis.

a) Invariants generated by Daikon: Daikon [43] is a
dynamic analysis tool designed to detect likely invariants
in programs by observing their runtime behavior. It reports
properties that hold during the observed executions. However,
the properties extracted from observed executions cannot be
directly used to detect functional bugs, since they only capture
the snapshot of the current program development stage. Even
more critically, if researchers mistakenly treat incorrect or
spurious properties as true invariants, correct code with correct
logic may be falsely flagged as buggy, leading to misleading
or invalid conclusions. Nevertheless, if these Daikon-generated
invariants are further manually reviewed and validated, they
can still serve as valuable references for understanding program
behavior and guiding subsequent analysis, such as refining test
oracles or identifying potential correctness properties.

b) Inferring Invariants From Documentation: In open-
source libraries, developers provide official documentation
that describes each API’s purpose, parameters, return values,
and expected behavior. These expert-crafted manuals include
statements such as “this method is read-only” or “this API
does not modify internal state”, thereby implicitly defining the
behavior invariants of the API. Because the documentation
already tells what the API does and what it guarantees, we
leverage these descriptions to manually infer invariants (i.e.,
properties that should always hold when the API is used
correctly). For example, if the documentation states that an API
is read-only, then a concrete invariant in natural language might
be “no internal state is modified”. Prior work [44]] provides
evidence that leveraging documentation can effectively support
program analysis.

Daikon captures empirical invariants based on runtime
behavior, while API documentation provides intended invariants
that reflect the developer’s design. In practice, we first run
Daikon on automatically generated executable API sequences
to obtain candidate properties. We use a filtering step to keep
invariant candidates that match the official documentation
and do not break the program when added as assertions.
In our current method, checking if candidates match the
documentation requires only a small, one-time human check
per APL This step needs no training data or model tuning,



and the effort does not grow with the number of tests. This
combination improves both the accuracy and coverage of the
inferred invariants.
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